MUSTAFA ABDULKAREEM
SALMAN ALNUAIMI

Web Applications Developer | Information Security Consultant | Cybersecurity Analyst |
SecDevOps Associate | IT system Engineer | Web Application Security Engineer

House No. 21, Alley 3, District 714, Zayouna, Baghdad, Iraq | +9647706088444

LinkedIn: Mustafa Abdulkareem Salman Alnuaimi | mustapha.ak1989@gmail.com

OBJECTIVE

Results-driven Computer Engineer specializing in Information Technologies and Cybersecurity. Proficient
in replacing traditional paper-based workflows with secure, automated digital services. Experienced in
secure web applications, networking, system hardening, and security program management. Completed
CompTIA Security+ (SY0-701) training, with hands-on experience in applying security principles to real-
world enterprise environments. Seeking to contribute to innovative IT security projects in governmental or
corporate sectors.

SKILLS AND ABILITIES

Web Development:

Front-End: HTML, CSS, JavaScript, React.js, Bootstrap

Back-End: Node.js, Express.js, ASP.NET, C#, VB.NET

Frameworks & Libraries: React.js, Express.js

UX/UI Design: User Experience (UX) and User Interface (Ul) design principles

Database Management:

Oracle Databases
SQL Server Databases
MongoDB

PostgreSQL

Oracle APEX

Cybersecurity Skills & Certification

e CompTIA Security+ (SY0-701) Trained:
Security Concepts: CIA Triad, AAA, Non-Repudiation, Zero Trust
Network & Cloud Security: VPNs, Firewalls, WAF, SASE
Threat Mitigation: SIEM, vulnerability scans, incident response
Cryptography: Encryption, Hashing, PKI, Certificates

o Governance & Compliance: Risk assessments, policies, BCP/DRP

e Tools: Kali Linux, Python scripting, TPM, SIEM, MFA, ACLs
e Regulations: Familiarity with NIST, GDPR, HIPAA, PCI-DSS
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Server and Systems Management:

e Server infrastructure setup and management
¢ Information systems management

Networking (Previous Experience):

e CCNA (Cisco Certified Network Associate)
e CCNP (Cisco Certified Network Professional)
o MikroTik (RouterOS)

Additional Skills:
Mobile and Windows Applications:

e React Native
e Electron
Al Tools:

e Proficient in using Al tools to optimize workflows, streamline processes, reduce operational time,
and enhance outcomes.

Software Proficiency:
e Microsoft Office Suite (Word, Excel, PowerPoint, Outlook).
Administrative Communication:

e Excellent in administrative correspondence and official letters between government departments.
e Proficient in general communication.

Soft Skills:

e Problem-solving and critical thinking
o Effective communication and teamwork
e Time management and organizational skills



EXPERIENCE

Presidency of Council of Ministers / Foundation of Martyrs - IT Engineer and Web Applications
Developer

2016 - Present

o Developed and managed web applications to streamline governmental services.

e Implemented IT solutions to enhance operational efficiency.

o Utilized administrative skills to facilitate smooth inter-departmental coordination and project
management.

e Negotiated with technical private companies to implement automation approaches and ensure

quality assurance standards.

Developed and deployed secure web-based government service platforms

Integrated access control, secure authentication, and encrypted data flow

Applied Security+ methodologies to assess and reduce risks

Coordinated with vendors to ensure cybersecurity compliance

KOREK Telecom - Warehouse Manager and Field Communications Engineer
2014 - 2017

e Installed, maintained, and deployed GSM communication sites, rooftops, and ground fields.
e Managed inventory and logistics for telecommunications equipment.

EarthLink - Telecommunications
2013 - 2014

e OMC Engineering in Southern Iragi Province Backbone.
e Managed and maintained internet communications infrastructure.

IT Office for Internet Services
2009 - 2011

e Installed and maintained software and hardware for internet services.
e Configured ISP networking setups and troubleshooting.

EDUCATION

Altinbas Kemerburgaz University

Istanbul, Turkey

Master of Science in Computer Engineering / Information Technologies
High Honor Student, GPA: 4.00

Graduated: 2023

Al-Mansour University College

Baghdad, Iraq

Bachelor of Science in Computer Communications Engineering
Graduated: 2013



CERTIFICATIONS

CompTIA Security+ (SY0-701) — 2025

35 hours — Udemy (Training Completed)

WAF FortiWeb Administration — 2025

20 hours — Istanbul, Turkey

The Complete 2024 Web Development Bootcamp — 2024
60 hours — Udemy

The Web Development Bootcamp — 2020

74 hours — Udemy

Cisco Certified Network Associate (CCNA) — 2018
60 hours — Local Certification

Cisco Certified Network Professional (CCNP) — 2018

60 hours — Local Certification

COMMUNICATION

Effective Verbal Communication:

e Skilled in delivering clear and concise information to diverse audiences, including technical and
non-technical stakeholders.

Written Communication:
e Proficient in drafting official documents, reports, and emails with clarity and professionalism.
Negotiation Skills:

e Successfully negotiated with technical private companies to implement automation approaches
and ensure quality assurance standards, enhancing operational efficiency.

Client Relations:

e Established and maintained productive relationships with clients, ensuring satisfaction and
meeting project requirements effectively.



LEADERSHIP

Team Leadership:

e Ledteams in IT projects, overseeing tasks, timelines, and ensuring deliverables met high
standards of quality.

Project Management:
e Managed cross-functional teams to implement complex projects, achieving objectives on time
and within budget.
¢ Initiative Leadership:
e Initiated and led process improvement initiatives, resulting in increased efficiency and cost
savings.

Mentorship and Coaching:

e Mentored junior team members, fostering their professional growth and development within the
organization.

Community Involvement:

e Acted as a leader in community or organizational settings, driving positive change and promoting
collaboration.

Strategic Decision-Making:

e Made strategic decisions that contributed to the overall success and growth of projects or
departments.

REFERENCES

Dr. Burraq Abdulkareem

e Head of IT Office and Technical Counselor for the Minister of Communications
e Contact: +9647737380283

Eng. Teeba Abdulameer Hussien

e Vice Manager of IT Department, Foundation of Martyrs
e Contact: +9647709433062

Eng. Laith K. Hussien

e Team Leader, Korek Telecom Field Engineers Department
e Contact: +9647800947700

Eng. Ammar Mithal Abdulhussien

e Senior Web Applications Developer, Presidency of Council of Ministers / Martyr Establishment
e Contact: +9647711061142



